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Summary Section 10.0

This disaster plan has been prepared to protect the Pinellas County Schools Data Center (PCSB)
against contingencies that could seriously impact its data processing capabilities. It identifies
problems, priorities, and procedures so that computer operations can run effectively without
interruption in service, be it a minor, major, or catastrophic disaster.

Copies of the plan will be housed at various locations (see section 10.40) and will be utilized for
all disasters described by this plan in accordance with the escalation procedures detailed in section
120.0.

The remainder of this section documents the responsibilities, objectives, authorized distribution
list, and maintenance of the plan.



Responsibilities Section 10.10

In an emergency during normal business hours, the Director of Core Systems & User Support or
his/her alternate (Assistant Superintendent of MIS) will have the overall responsibility for alerting
and assembling the appropriate disaster team. The central headquarters for disaster team
operations shall be the office of the Director of Core Systems & User Support at:

Location: Pinellas County School Board
301 4th St. S.W.
Largo, Fl. 34649

727-588-6246

If the Director is unavailable, central headquarters control will be located at the office of his/her
alternate (Assistant Superintendent of MIS) at:

Location: Pinellas County School Board
301 4th St. S.W.
Largo, Fl. 34649

727-588-6259

In the event that this location is damaged, central headquarters shall be temporarily established
near the District Administrative location at the Walter Pownall Service Center.

Location: Walter Pownall Service Center
11111 S. Belcher Rd.

727 541-3526



Should all three of the above locations be damaged, or the District Administrative facilities have
limited or no access, office space will be rented to establish the central headquarters.

Location: Pinellas County
Address: to be determined

Phone: (727) to be determined

Outside of normal business hours, the Director of Core Systems & User Support or his/her
alternate (Assistant Superintendent of MIS) will also be responsible for the notification and
assembly of the disaster team.

The addresses and phone numbers of the applicable disaster team members are listed in
sections 40.11, 40.12, and 40.13.



Assumptions/Considerations Section 10.20

This disaster plan is based on the following assumptions and considerations:

1. All department heads must keep all of their personnel affected by this plan aware of its
procedures and amendments.

2. All personnel affected by this plan are responsible for understanding their role under a
disaster situation.

3. A current copy of this plan resides in key locations at the School Board District office,
Computer Operations and Core Systems. For a full list see section 10.40.

4, Security measures for the PCSB other than those described in section 30.0 (Emergency
Plan) such as personnel, environmental, and physical, will be external to this plan.

5. This plan must be maintained continually to insure that it does not become outdated.
Maintenance procedures and responsibilities are discussed in detail in section 10.50

6. The recovery procedures documented in the plan must be tested at least once annually
since changes in technology as well as system and application modifications could obsolete
the plan.

7. The required backup inventories must be maintained at the District backup site in

accordance with this plan.

8. Normal day-to-day PCSB problems (such as restarts, reruns) shall be handled internal to
the PCSB per its existing procedures.



10.

All affected computer operations personnel must react quickly and effectively after a
catastrophe.

Following a disaster, the disaster team is responsible for all recovery and reconstruction
activities. However, after normal operations have been restored, the lines of authority
shall revert to those in effect prior to the disaster (section 40.30, organization chart).



Objectives Section 10.30

The objective of this disaster plan is to provide for an orderly and timely recovery from an
interruption of data processing services.

The plan is divided into recovery component sections. Each section states the major objective of
the component and its relationship to the plan. It is essential that each procedure in the plan be
followed exactly and in the proper sequence during any recovery operation.

Although the disaster plan deals with contingencies and will be used only if a disaster occurs, it will
save the District precious time and money in the event of a catastrophe. Other objectives of the
plan are as follows:

1. Reduce confusion during any chaotic period by having a clearly defined course of action.

2. Use an established plan to return the PCSB to production as soon as possible following a
catastrophic disaster.

3. Specify the steps necessary to relocate the PCSB to an alternate site if required.

4, Identify outside support that could be utilized if needed.

5. Identify those systems that require priority scheduling.

6. Identify remote locations where backup files, software, documentation, etc. are stored.

7. Identify equipment configuration and procedures for repair or replacement during a

disaster.



8. Identify PCSB users to be notified of delays.

9. Establish the personnel responsible for disaster recovery.

Authorized Distribution List Section 10.40

The names of individuals recorded on the following page have personal copies of the PCSB
disaster plan. It is their responsibility to keep their plan current with all updates prepared and
forwarded by the Director of Core Systems & User Support.

Name Title Location

Robert Liles Director, Core Systems & User Support  District Office
John Just Assistant Superintendent of MIS District Office
Geoff Gale Director, Application Support & Dev District Office
Norman Kelton  Director, Networks & Telecomm District Office
Bob Paske Manager, Core Systems District Office
Neal DeRemer Supervisor, Computer Operations District Office

Robin Tew Supervisor, Records Management Bernice Johnson Service Center



Plan Maintenance Section 10.50

To ensure that the plan can be effectively used in case an interruption in service should occur,
continual review and update is imperative and is the responsibility of the Director of Core Systems
& User Support. This shall be accomplished as follows:

1. The Director must insure that:

a) Appropriate changes are made to the plan as outlined in section 10.50 and
defined on the disaster plan maintenance summary sheet (also in section
10.50). When complete copies of the disaster plan are generated,
additional items or sections must be inserted as follows:

1. Section 20.70 (services and facilities at Pinellas County School
Board)

2. Section 40.22 (MIS personnel notification list)

3. Section 50.20 (Replacement hardware requisitions)

4. Section 50.30 (Server configuration and power chart)

5. Section 90.40 (Replacement supply requisitions)

b) Telephone numbers and addresses are verified and changed where
necessary for all disaster team and MIS personnel on a monthly basis.
Forward a copy of the new personnel listing to each holder of the disaster
manual.

c) On-going plan requirements are performed in accordance with instructions
detailed throughout this plan.

2. The Director must test the plan (section 130.0) at least once annually. Minimally,
these tests should include:



d)

Verbal contact with all disaster team members to determine that they
understand their roles.

An audit of the remote storage facility to verify that it is being maintained
properly.

A recovery of a priority one system on the in-house computer. (Refer to
section 70.10, "critical jobs list").

A recovery of a priority one system using the backup computer facility.
(Refer to section 70.10, "critical systems list").

Annually in July, the disaster plan will be reviewed and formally approved by the
Director of Core Systems & User Support and the Assistant Superintendent of MIS.



Plan Maintenance Summary Sheet

Section

10.0 Summary

20.0 Procedures

30.0 Emergency Plan

40.0 Disaster Team

50.0 Hardware

60.0 System Software

70.0 Application Software

80.0 Physical Plant

90.0 Supplies

100.0 Documentation

110.0 Transportation

Section 10.50

Director, Core Systems

Director, Core Systems

Manager, Core Systems

Director, Core Systems

Manager, Core Systems

Manager, Core Systems

Director, Application Support

Manager, Core Systems

Manager, Core Systems

Director, Core Systems

Director, Core Systems

Name
Responsibility
Frequency*

Annually

Annually

Quarterly

Monthly

Quarterly

Quarterly

Quarterly

Annually

Quarterly

Quarterly

Quarterly



120.0 System Escalation Process

Director, Core Systems

* Monthly - 1st working day of every month

Annually

Quarterly - 1st working day in March, June, September, and December

Annually - January

Plan Maintenance Signoff Sheet

Section Name

10.0

20.0

30.0

40.0

50.0

60.0

Summary

Procedures

Emergency Plan

Disaster Team

Hardware

System Software

Section 10.50

Responsibility

Director, Core Systems

Director, Core Systems

Manager, Core Systems

Director, Core Systems

Manager, Core Systems

Manager, Core Systems

Signature



70.0

80.0

90.0

100.0

110.0

120.0

Application Software

Physical Plant

Supplies

Documentation

Transportation

System Escalation Process

Director, Application Support

Manager, Core Systems

Manager, Core Systems

Director, Core Systems

Director, Core Systems

Director, Core System



Review Sign Off Sheet Section 10.70

Annually in July, the Disaster Plan will be reviewed and formally approved by the following
individuals:

Director of Core Systems & User Support:

Assistant Superintendent of MIS:

Date: / /



Procedure Section 20.0

To aid in the effective use of this plan, disasters will be categorized as minor, major, and
catastrophic. The actions required during each type of disaster are described in the

following sections. The procedures are effective immediately upon the occurrence of a
disaster.



Plan Initiation Section 20.10

A very important aspect of disaster recovery is the immediate notification of appropriate
personnel so that the disaster plan can be activated as soon as possible. The procedure, described
below, will be used for all disasters (minor, major, and catastrophic).

1. At the first indication that a disaster has occurred, the lead operator on duty has the
responsibility to immediately contact the Supervisor of Computer Operations or the
Manager of Core Systems or the Director of Core Systems & User Support or the Assistant
Superintendent of MIS.

A disaster can also evolve. If the escalation procedure (section 120.0) is in process and the
outage exceeds one shift with no firm resolution in sight, the procedures to initiate a minor
disaster can be invoked.

2. After being contacted, the Director of Core Systems & User Support will:

a. Notify the disaster team leaders that they are on call  (section 40.0).

b. Go to the PCSB, assess the damage, and estimate the length of possible computer
outage.

c. Notify the applicable disaster team leader to contact and have their team report to the
control headquarters.

d. Notify campus security of the problem.

e. Utilize the remainder of this plan to reinstate data processing services.






Minor Disaster Section 20.20

1. Duration - Anticipated outage of about one day (in excess of a shift but less

3. Action

than 24 hours).

Damage - Not extensive; May consist of minor destruction from fire, water.

See listing of typical situations (section 30.10).

- The Minor Disaster Team (section 40.11) will set up its control
center at the PCS Admin and will proceed to restore operations to
normal based on the following guidelines:

Notify Assistant Superintendent of MIS (section 40.21) that a minor disaster has
occurred and recovery operations have been initiated.

Notify users affected by the outage that service must be delayed because of the
disaster (section 40.23).

Contact all applicable internal and/or external vendors, repairers and/or replacers
(section 40.25) and have them take corrective action as required.

Modify the operating schedule to indicate any changes in configuration or timing.
Priority considerations are outlined in section 70.10.

Reconstruct any destroyed files (application, software, etc.) Utilizing available
backups retained in the PCSB tape library/vault. If the local library/vault copies are
damaged, obtain files housed at Walter Pownall Service Center. Contact the
security to obtain backup files from the Walter Pownall Service Center vault.



F. Resume application processing and get back on schedule as soon as possible.

Major Disaster Section 20.30
1. Duration - anticipated outage of more than 24 hours but not to exceed seven days.
2. Damage - similar to a minor disaster but more severe. Processing can be resumed for

supporting critical systems until repairs can be completed. Refer to the list of typical
situations for assistance in evaluating length of repair (section 30.10).

3. Action - the major disaster team (section 40.12) will be notified by the Director of Core
Systems & User Support or his/her alternate. They will set up a control center at the PCSB
and proceed to restore operations to normal based on the following guidelines:

A. Notifications

- Notify management that a major disaster has occurred and recovery operations
have been initiated. (Section 40.21)

- Notify users affected by the outage that service will be delayed. (Section 40.23)

B. Get the Work Out

- Modify the operating system, JCL, and libraries as necessary to reflect any changes
in equipment configuration and timing. Note, systems shall be scheduled according
to pre-established priorities (section 70.10).



- Replace and/or reconstruct any destroyed or damaged files, documentation,
software, application programs, etc, by utilizing the backups of files and
documentation stored off-site and off-campus, if necessary (section 60.50).

- Restart computer processing as soon as possible.

- Note that during a major disaster, outside computer support probably would not
be required with the possible exception of payroll. Instead, attempt to operatein a

degraded mode and catch up after repairs are completed. If payroll processing will
be affected, refer to section 20.50.

C. Repair the Damage

- Use the list of vendors (section 40.25) to determine the required repairs and
replacements.

Major Disaster (Continuation) Section 20.30

- Notify applicable vendors and District maintenance personnel (via security) of the
immediate action required by them.

- Repair other damages as soon as possible.

D. Continue processing until normal scheduling is resumed; if required, overtime
should be scheduled.



Catastrophic Disaster Section 20.40

1.

2.

Duration - anticipated outage in excess of seven calendar days (weeks or months).

Damage - severe or total destruction of the data center. For example; fire, explosion,
water, vandalism, etc., which necessitates major replacement of equipment or significant
renovation.

Action - the Catastrophic Disaster Team will be notified by the Direct of Core Systems &
User Support or his/her alternate and set up the control center if possible (section 10.10).

In the event that severe damage prohibits this, one of the alternate locations shall used.

The guidelines outlined below shall be followed to restore operations.

A.

Notifications

Notify management that a catastrophic disaster has occurred and recovery
operations have been initiated  (section 40.23).

Notify users affected by the outage that service will be delayed (section 40.23).

The next immediate concern is to make all necessary arrangements to begin
processing as soon as possible.

Assess the damage sustained at the PCSB. If the damage requires more than
several weeks to repair, make arrangements to set up a temporary data center in
accordance with procedures defined in section 80.0.

Assess all work remaining to be done and review operating schedules for critical
system jobs (refer to section 70.10 for critical systems list).

Make all preparations necessary to begin processing at the backup facility (refer to
section 20.50).

If a temporary data center is being established, have all new equipment sent there.
(Refer to section 50.20 for ordering replacement hardware).

Repair the Damage:

Use the vendor notification listing (section 40.25) to notify the appropriate
personnel of the immediate action required of them.

Repair other damage as soon as possible.



Preparation For and Use of Backup Facility Section 20.50

Should it become necessary to run any jobs which are part of a critical system, or during a
"catastrophic disaster", i.e., all critical systems (section 70.10), the following procedures must be
utilized:

A Identify from processing schedules or operational calendars (section 160.00), if possible,
the short term processing needs of departments with critical jobs. It is entirely possible
following a catastrophic disaster, that this information will not be readily available,
therefore, knowledgeable individuals in the affected areas will have to be contacted to
reestablish processing deadlines (refer to section 40.23 "user notification list").

B. Having determined the processing needs and priorities, it is now necessary to:

- Alert the backup facility of our needs (section 20.51).
- Gather all backup files, documentation, forms, etc. (section 20.52).
- Transport materials and personnel to the backup facility (section 20.53).

- Begin processing at the backup facility (section 20.60).



Facility Notification Section 20.51

These procedures will be followed once a decision has been made to process PCSB production
applications at the backup facility, which is currently located at Walter Pownall Service Center.

1. Contact the WPSC computer operations shift supervisor (processing will usually take place
for batch operations but not be limited to the hours of 1600-2400).

A. The WPSC shift supervisor should be supplied with the following information:

1. Estimated run time (total) (refer to section 20.60)

2. Estimated print time (refer to section 20.60)

3. Deadlines for completion if any (refer to section 20.60)

4, Request the PCSB back-up procedures as necessary from the following list

depending on the severity of the situation:
- Batch Payroll processing
- Batch Finance support
- Batch Student reporting

- Batch Maintenance

B. Determine from the WPSC supervisor a time when the facilities will be available.

C. Having established a start time at the backup facility, notify the appropriate department
head, if required, to determine who will be traveling to the backup facility (this item will
only apply to situations involving financial or payroll processes).

D. Based upon the work to be performed, determine from the Assistant Superintendent of
MIS, who from his/her staff should accompany the operations group going to the backup
facility.



E. Alert the credit union and current bank(s) of an impending delivery of direct deposits via
tape or file transfer.

Collection of Materials for Backup Facility Use Section 20.52

Prior to leaving for the backup facility, it will be necessary to gather all necessary backup files,
documentation, JCL, forms, and tapes for each application to be processed.

The following transport lists are separated by application and indicate the physical location of each
item to be acquired.

These lists must be used to insure no critical items are left behind. The following codes are used to
denote physical location of each item:

PCSBV: PCSB Vault

WPSCV: Walter Pownall Service Center Vault

Each application is listed separately on the remaining pages of the section.



Collection of Materials for Backup Facility Use Section 20.52

Batch Backup and Recovery Processing

1. Most current backup tapes (since and master files) created in Job which is run Monday
through Friday. (refer to section 70.50)

2. Scratch cartridges - good or new - 12 each

3. Operational run documentation - as necessary to process the desired jobs.

4, Special PCSB payroll JCL - use the special JCL to process any jobs at WPSC.

5. Special forms - an adequate number of the following special forms as needed:

- i.e., Payroll checks

- i.e., Payroll Prelist forms

- 14 7/8 x 11 stock forms



Transportation to Backup Facility Section 20.53

An adequate means of transportation must be provided to insure the timely movement of
necessary personnel and backup materials to and from the backup facility. The Coordinator of
Transportation should be notified as soon as possible after a determination has been made to
utilize the backup facility and request the following on an emergency basis:

1. The immediate reservation of one mini-bus vehicle which will be used to transport
personnel and materials to the backup facility, if Data Processing department van is not
available.

2. Assign two members of the PCSB Operations staff to drive the vehicle and provide their

names to Transportation services at this time.

3. Assign a computer operator to work at the backup site or to assist operators at the backup
site during the printing, decollating, special forms like checks and payroll advice.



Processing Procedures at the Backup Facility Section 20.60

This section contains the special operational procedures to be used at the WPSC facility.
These procedures are to only be used for live processing at the backup facility and not for
simulation testing. Special simulation testing procedures can be found in section 130.0
Estimated run time and estimated print time can be found at the beginning of each
procedure. This information will be required when requesting time from the backup site.



Batch Processing (Backup Facility) Section 20.60

BATCH -WPSC

IV. Begin running production jobs as required according to the appropriate run flow contained in
section 70.30 of this manual.



Batch Processing (Backup Facility) Section 20.60

BATCH -WPSC

This procedure will be followed for batch processing at the WPSC backup facility.

Estimated Time: 5 hours

Resources Required:

1. Download the files, JCL, procedures, programs and utilities from the backup tapes created
by job. This job is run every Wednesday and Friday.

2. Prior to loading any production jobs into the system, insure that they all conform to the
following guidelines:

A All output tape data sets must have an expiration date of 99000 to conform to
WPSC's tape management system.

3. Begin running production jobs as required according to the appropriate run flow contained
in section 70.30 of this manual.



Available Facilities at the Backup Site Section 20.70

The following documents contain a list of the facilities available at the WPSC site. Included in
these documents are procedures to follow for setting up.

This document is prepared and forwarded to PCSB from WPSC.



Emergency Plan Section 30.0

The purpose of the emergency plan is to respond to serious threats by limiting damage and
protecting the computer facilities. The emergency plan is a separate component of the disaster
plan.

1. It is separate from the back-up portions of the plan which is to process critical applications
when there is an outage, and;

2. It is separate from the recovery portions of the plan which is to recover normal data
processing capability.



Emergency Procedures Section 30.10

The procedures in this section apply to those personnel who may have to respond to an
emergency threat or situation in the computer area, tape vault, or tape library. The purpose is to
establish standard responses to emergency situations, thereby eliminating or reducing potentially
hazardous and/or damaging consequences.

Specifically, the emergency topics described in this section include:

- Computer room fire or smoke

- Building fire alarms

- Halon fire suppression alarm

- Computer room input power loss

- Computer room A/C loss

Computer room water intrusion

Hurricane procedures

Riot or disturbance

Bomb scares

Bomb threat report

Responsibility

The overall responsibility for ensuring the training in the proper performance of the computer
room emergency procedures is with the Director of Core Systems & User Support.

All computer operations section personnel have a responsibility to be aware of the location of
alarms, extinguisher, and emergency phone numbers and be constantly alert to any deviations



from standard operation procedures or any potentially dangerous situations that may cause an
emergency condition. All of the emergency procedures described in this section are documented
in greater detail in the Computer Operations Manual located in the computer room.



Computer Room Fire or Smoke Section 30.11

Should the fire alarm bell sound, the following steps must be taken:

Observe all indicator panels located on the south wall of the data entry room outside the
main computer room. Reference section 30.112, "system components”, ltem A

1. If a red light is illuminated on the graphic annunciator panels, a single detector has
been tripped. This light will indicate the location of the detector that triggered the
alarm condition.

2. Proceed immediately to that location to investigate for fire or smoke. If no fire is
detected, open the cover of the control panelan d pr ess “ Shisactoem r es e
should reset the system and turn off the alarm. Notify schools police and
supervisory personnel of the false alarm. If the alarm sounds again or if system
reset fails to clear the alarm condition and you are sure there is no fire, notify
schools police and your supervisor.

3. If the bell and horn both sound indicating imminent Halon release, and you are
ABSOLUTELY POSITIVE THERE IS NO FIRE, the Halon release can be aborted by
pushing the abort switch and continuously holding it in. If you are alone, leave the
area.

4, If a fire is detected, notify schools police immediately close the door to the tape
vault, go to one of the emergency power off modules located on the south wall
near the double door exit or the west wall near the door to the data entry, break
the glass and push the power off button. This will kill all power to the computer
room. In the event there is a fire under the floor and the Halon system does not
release automatically, pulling one of the Halon release switches will manually
release the Halon gas. Leave the building and wait outside for the fire department
to arrive. Notify your supervisor.






Fire System - General Overview Section 30.112

The fire detection system consists of two types of file control systems. One is the Halon system
that detects fires under the raised floor and extinguishes the fire using Halon gas. The other is a

“dry pipe” sprinkler system that detects and e
The alarms for the Halon system are a horn st
dry pipe system is a horn strobe marked *“FI RE

through the dry pipe system but we can prevent the release of the Halon gas if there is a false
alarm.

A. Each area is equipped with two independent systems as follows:
1. Main computer room
-below floor system
-above floor system
2. Call Center Training Room
-above ceiling system
-below ceiling system (room space)
3. Call Center
-above ceiling system

-below ceiling system (room space)

B. All six of the above systems utilize a common control unit and audible alarm bells and
horns. Even though each system works independent of the others, they are all governed
by the same criteria prior to the dumping of the Halon gas as follows:

1. A single detector in any of the six systems can activate the audible alarm bells, but
will not initiate the delayed timing sequence for the dumping of the Halon gas.

2. An additional detector in the same system must be activated prior to initiation of
the 45 second delayed firing sequence.



C. The activation of a single detector in any area will automatically shutdown all building air
conditioning and activates a fire alarm in the security offices. Therefore, the air
conditioning department must be notified to reactivate the air conditioning units.

Fire System -General Overview Section 30.112

System Components

A. Light Indicator Panels

There is an annunciator panel of active sensors on the South wall of the data entry room
just opposite the door to the computer room. The panel has a schematic denoting the
location of the Halon sensors under the floor. There are three zones.

Zone 1 covers the data entry room, main computer room including offices, paper storage room,
and Systems Programmer room.

Zone 2 coversthea n a | rpant ’ s
Zone 3 covers the Call Center.

There is one light for each detector. The same impulse from a detector that notifies the control
unit of a potential fire also turns on a corresponding light on the annunciator panel.

B. Master Control Panel

The master control panel which controls all three zones is located next to the
annunciator panel. Eachzonehasa“ s up pr e s s i 0 hwithioditdtor lights. On thea r d
panel, there are several switches and indicator lights of special concern as follows:

1. ACON



This light is green and indicates that primary power to the panel is on. This
indicator should always be on.

2. SYSTEM FAULT

If there is a problem in the system, a system fault buzzer will sound and amber
light will be lit.

3. SYSTEM ALARM

One or more signaling devices sounding and System Alarm Active indicator is lit.

4, FIRE ZONE ALARM INDICATOR

One detector has sensed fire condition and System Alarm Active indicator is lit.

5. SECOND ZONE ALARM INDICATOR

Two detectors have sensed a fire condition

6. DISCHARGE PENDING INDICATOR

When flashing, indicates that system is in the pre-discharge sequence. Unless
action is taken, discharge will occur.

7. SYSTEM RESET SWITCH

The Control panel must be opened to access this switch. Only supervisory
personnel are permitted to authorize a system reset when in an alarm condition.

8. ALARM SILENCE SWITCH

The Control panel must be opened to access this switch. Only supervisory
personnel are permitted to authorize the alarms to be silenced and only after it has been
determined the alarm has been proven false by authorized personnel.



9. HALON ABORT SWITCH

There is a Halon abort switch located next to the Control panel. This switch is
only used if it has been determined that there is no fire and Halon discharge is imminent. Other
Halon abort switches are located in the Call Center and analyst’ ®om.



Building Fire Alarm Section 30.12

Should the building fire alarm sound, the following actions must occur as quickly and safely as
possible.

1. Observe all indicator panels within the computer center to determine if the system has
been activated or is responsible for the alarm.

A If the system has been activated, refer to Section 30.11 and follow the procedures
contained in that section.

B. If the system has not been activated, continue with next step.

2. The supervisor or computer operator on duty will check the UPS for signs of fire or smoke.
If fire or smoke is present in this area, refer to Section 30.13.

3. Notify all personnel of the fire alarm situation.

4, Press the red stop button on the system console.

5. All other personnel should be evacuated in an orderly manner.
6. Close and lock the doors to the Call Center.

7. All remaining personnel will evacuate the building.

8. Proceed to Section 120.0 "Escalation Procedures" and continue from that point.






U P S Room Fire or Smoke Section 30.13

If fire or smoke is present in or around the UPS machinery, the responsible operator will take the
following action.

10.

Notify Schools Police of the location and the severity of the fire.

Notify all personnel of the fire alarm situation.

Power down the computers and servers.

Turn off the UPS input breaker at the panel

Attempt to control or extinguish the fire only if it is isolated to the equipment and not the
batteries.

*#**  Since the UPS batteries contain very caustic and potentially explosive materials, no
attempts should be made by data center personnel to extinguish a fire in those
areas, ****

All other personnel should be evacuated in an orderly manner.

Close and lock the door to the Call Center.

All remaining personnel will evacuate the building.



11. Proceed to Section 120.0 "System Escalation Procedures" and follow the steps outlined in
that section.



Computer Room Input Power Loss Section 30.14

Specific actions and responsibilities are described below for repetitive power failure or blackout
conditions which could or would result in total input power loss.

Should a complete input power loss be experienced the UPS will supply power long enough for the
building generator to begin operating which will supply power for up to 72 hours. The supervisor
or responsible operator will:

1. Prepare for a system shutdown.

2. Send out a message via E-Mail the system is going down immediately, so please sign off.

3. Follow the operation system per normal shutdown procedures found in the PCSB manual.
4. Notify all personnel of the power failure situation.

5. Note the time at which control was switched to the battery backup to better judge the

time remaining for an orderly system shutdown. Start system shutdown after 15 minutes
have elapsed or the low battery alarm has sounded, whichever comes first.

6. Physically check the main circuit breaker panel on the wall of the UPS room to insure that
the input breaker has not been tripped. Reset the breaker if necessary.

7. Notify the District maintenance and Schools Police departments that there is not input
power to the computer center.



8. Power down the computers and all peripheral equipment.

9. Proceed to Section 120.0 "System Escalation Procedures" and follow the steps outlined in
that section.

Hurricane Preparation Section 30.16

In the event that a determination has been made that a hurricane will pass over or near the area,
and a Hurricane Warning is in effect, the following tasks must be performed:

A Follow the operating system per normal take down procedures (found in the
operations manual).

B. Insure that all magnetic tapes and cartridges are removed from the tape drives and
carts and placed within the tape vault.

C. Follow the power down procedures as listed in the Operator's Console Manual,
specifically the following:

1. All computers not on the required list.
2. All data communications equipment not on the required list.
3. All Gateways and LAN equipment not on the required list.
D Confirm the serviceability of the fire extinguisher, first aid kit, and flashlights.
E. Notify all employees that the center will be shutdown and advise them to contact

the data center after the hurricane danger passes. An attempt should be made to
contact each appropriate employee per the MIS personnel notification list (Section
40.22)



F. Should any damage occur in or around the data center, security will attempt to
contact one of the individuals on the emergency contact notification list (Section
40.26).



Riot or Disturbance Section 30.17

In the event of an uncontrollable gathering resulting in a decision to close down or secure the
PCSB being made by the Superintendent or his/her designee, computer operations will be notified
by Schools Police or the Director of Core Systems & User Support. An attempt should be made at
that time to determine the nature of the disturbance and the location of the gathering.

Immediately after a notification such as the one detailed above, the following actions must occur
as quickly and safely as possible.

Each area within the District Data Center will be notified of the situation and instructed to lock
down and secure their respective work stations according to the procedures listed below by area.

A Main Computer Room

B. All remaining personnel will be evacuated immediately to a safe location away
from the disturbance.

C. The Director of Core Systems & User Support will double check all areas and doors
to insure that they will include setting the security alarm system in unattended
mode.

D. Refer to section 120.0 "Escalation Procedures" and proceed from that point.



Bomb Scares Section 30.18

This procedure provides personnel with a general guideline to follow when an employee receives a
bomb threat. Each manager should adopt this procedure for the safety of personnel within the
Data Center and the protection of data processing assets.

A Receiving a threat by telephone.

Statistics show that a majority of bomb threats are made over the telephone. All
personnel who handle incoming calls should be alerted to the importance of the
following telephone procedure:

1. Listen carefully and record all information given.
2. Be calm and courteous; do not interrupt the caller.
3. Obtain as much information as possible. Ask questions such as:

What time will the bomb explode?
Where is it?

Why did you place the bomb?
What does it look like?

Where are you calling from?

What is your name?

4, Try to determine the sex, approximate age, racial or regional background
and other possible identifying information about the caller. Note any
background noises during the conversation.

5. The individual receiving the threat should not mention it to anyone other
than their supervisor, data center, and security until a determination is
made of what action to take.



6. Notify Schools Police immediately and report the threat.
Bomb Scares (Continuation) Section 30.18
B. Receiving a written threat.

1. If a bomb threat is received by mail or is hand delivered, the person
receiving the threat should report the threat to his/her supervisor, data
center, and security.

2. The employee in charge of the data facility and security should be provided
with all the information which might help to identify the person making the
threat, such as how the document was delivered.

3. The individual receiving the threat should not mention it to anyone other
than the individuals named above.

4, The recipients of the threat should discontinue handling the written
document and envelope as soon as the nature of the contents is
discovered. The material should be delivered to the security office together
with the identities of all persons who handled it.

C. Management's Role.

The employee in charge at the location which received the bomb threat will, in
consultation with security, determine what action to take, whether it be partial or
complete evacuation, or other action.

Management's primary concern is to safeguard the lives of personnel. Staff should
be warned not to handle any suspicious object but to report such an object to the

police.

Should a decision be made to evacuate the District Data Center, the following
procedures will be in effect:



1. Doors will be shut and locked.

2. All personnel will be systematically evacuated.

3. All employees should be instructed to stay in the area unless instructed to
relocate somewhere else by the police or security. No employee should be
permitted to reenter the data center until an all clear is given by the police.

Bomb Scares (Continuation) Section 30.18

D. Bomb Threat Report.

A standard bomb threat report form will be prepared with respect to each bomb
threat and will be submitted to the responding investigating police officer. This
report should be filled out as soon as possible after the incident while it is still fresh
in the minds of the individuals involved.

Address of location receiving bomb threat:

Telephone number:

Name of person receiving threat:

Title of person receiving threat:

Date of threat: Time:






Bomb Scares (Continuation) Section 30.18

For Telephone Bomb Threat:

Origin of Call:

Local Long Distance Phone Booth Internal

Identity of Caller:

Voice Speech Language

_loud __Soft __Fast _ Slow _ Good

__High Pitch _Deep _ Distinct _ Distorted _ Foul

__Raspy _ Pleasant _ Stutter _ Nasal _ Poor
__Intoxicated__Other __ Other

Accent Manner
__local _ Foreign _ Calm _ Angry
__Racial __ Regional __ Rational _ Irrational

__Other __Coherent __Incoherent



__Deliberate __Emotional

__Righteous __Nervous Laugh

Bomb Scares (Continuation)

Background Noise

__Office Machines __Trains
__Factory Machines _ Music
___Animals ___Quiet
___Airplanes __Voices
__Street Traffic __Other

___Estimated age of the caller

___Apparent sex of the caller

___Threat was tape recorded (yes or no)

Section 30.18

If caller seemed familiar with the work location or operation indicates how:

As you can, write what the caller said.



For a written bomb threat:

Name of the person safeguarding bomb threat document

Location of document and person named above

Telephone number

How was the threat delivered?

Name and location of person delivering the threat, if known

Any additional information which is thought to be useful.



Staff Responsibilities Section 40.0

The Director of Core Systems & User Support and Assistant Superintendent of MIS are initially
notified of all disasters. They will make a preliminary assessment of any damage and notify the
appropriate disaster team immediately.

Disaster Team

A disaster team has been assigned for each type of disaster depending upon the extent of damage
(minor, major, catastrophic, Sections 40.11, 40.12, and 40.13, respectively).

The responsibility of the disaster team is to return the PCSB to normal processing as soon as
possible. The team leader is responsible for notifying all members of the team and for directing
recovery.

Each member of the team is required to arrive at the designated control headquarters (see Section
20.10 - 20.40) as soon as possible no later than ninety minutes from initial contact.

All team leaders have the authority to call on any MIS personnel during a disaster.



Staff Responsibilities - Application Programs Section 40.10

This section contains a master list of major systems for which operational support should be given
by systems and programming. Those systems marked "*" can normally wait until morning for
correction if a problem occurs on 2nd or 3rd shift.

1. Whenever an updated list is issued it will be distributed to all manual holders.

2. An annual review will be made of this section to insure that the information contained
herein remains as accurate as possible.



Disaster Team - Minor Disaster Section 40.11

The following individuals have been designated members of the disaster team--minor disaster.
(outage in excess of 8 hrs., but less than 24 hrs.)

Office Cell/Pager
Home

Minor Disaster Number Number Number
1. Team Leader - Director of User Support & Core Systems

Robert Liles 588-6246 638-2949 781-9291

(alternate)

John Just 588-6259 638-2256
2. District Computer Operations

Neil DeRemer, Supervisor 588-6235

Mike Weaver, Sr. Operator  588-6045 517-7757
3. Systems Administrators

Diane Hartwell, AS/400 588-6061 785-5667

Dave Galvin, LAN 588-6059 638-2719 787-9397

4, Student Information System Admin



Patricia Canavan 588-6238 (813) 689-0089

Applications Administrators

Carol Durocher 588-6244 347-7740
Bill Frappier 588-6241 429-1014 392-0952
Henry Smoot 588-6243 429-1043 781-3005
Michelle Smith 588-6354 595-7721
Phat Nguyen 588-6535 429-1047 866-3915

Robin Tew (727) 793-2701 ext 2021 734-3891



Disaster Team - Major Disaster Section 40.12

The following individuals have been designated members of the disaster team--major disaster.
(outage of more than 24 hrs. NOT to exceed 7 days)

Office Cell HOME
Major Disaster Number Number Number
1. Team Leader - Director of User Support & Core Systems
Robert Liles 588-6246 638-2949 781-9291
(alternate)
John Just 588-6259 638-2256
2. District Computer Operations
Neil DeRemer, Supervisor 588-6235 934-4535
Mike Weaver, Sr. Operator  588-6045 517-7757
3. Systems Administrators
Diane Hartwell, AS/400 588-6061 785-5667
Dave Galvin, LAN 588-6059 638-2719 787-9397
4, Student Information System Admin
Patricia Canavan 588-6238 (813)689-0089
5. Applications Administrators
Carol Durocher 588-6244 347-7740
Bill Frappier 588-6241 429-1014 392-0952
Henry Smoot 588-6243 429-1043 781-3005

Michelle Smith 588-6354 595-7721



Phat Nguyen 588-6535 429-1047 866-3915

Robin Tew (727) 793-2701 ext 2021 734-3891

Disaster Team - Catastrophic Disaster Section 40.13

The following individuals have been designated member of the disaster team - catastrophic
disaster.

Office Cell Home
Catastrophic Disaster Number Number Number
1. Team Leader - Director of User Support & Core Systems
Robert Liles 588-6246 638-2949 781-9291
(alternate)
John Just 588-6259 638-2256
2. District Computer Operations
Neil DeRemer, Supervisor 588-6235 934-4535
Mike Weaver, Sr. Operator  588-6045 517-7757
3. Systems Administrators
Diane Hartwell, AS/400 588-6061 785-5667
Dave Galvin, LAN 588-6059 638-2719 787-9397
4, Student Information System Admin

Patricia Canavan 588-6238 (813)689-0089



5. Applications Administrators

Carol Durocher 588-6244 347-7740
Bill Frappier 588-6241 429-1014 392-0952
Henry Smoot 588-6243 429-1043 781-3005
Michelle Smith 588-6354 595-7721
Phat Nguyen 588-6535 429-1047 866-3915
Robin Tew (727) 793-2701 ext 2021 734-3891
Notification Lists Section 40.20

The disaster team leader will notify the following appropriate individuals listed on each notification
list in the event of a disaster.



Management Notification List Section 40.21

Based upon a prior determination of disaster severity, individuals listed under the appropriate
category must be notified.

Minor Disaster

Assistant Superintendent M.L.S.

John Just 588-6259

Help Desk

Kat hy O’ Ro u B688-€060

Major or Catastrophic Disaster

The same individuals as listed above must be called. If the Assistant Superintendent of Finance and
MIS cannot be reached, the Chief Business Officer must be called.

Chief Business Officer

Lansing Johansen 588-6318 786-5152 (home)



Computer Services Personnel Notification List Section 40.22

This section contains the name, address, and telephone numbers of all employees in computer
services.

1. The listings in this section are to be obtained on a monthly basis and distributed to all
manual holders.

2. An annual review will be made of this section to insure that the information contained
herein remains as accurate as possible.



User Notification List Section 40.23

Minor Disaster

Manager of Payroll Operations

Director of Accounting

Director of Purchasing

Assistant Superintendent of Human Resources

Major Catastrophic Disaster

Everyone listed above in addition to the following individuals:

Director of Risk Management

Director of Food Services

Director of Warehousing

Director of Transportation



Vendor Notification List Section 40.25

This section contains the name, and telephone numbers of all computer service vendors.

1. This listing will be replaced whenever additions, deletions, or changes have been
made to the vendor file.

An annual review will be made of this section to insure that the information
contained herein remains as accurate as possible.



Emergency Contact List Section 40.26

In the event of an emergency situation involving the data center, the individuals listed below
should be notified. Notification should begin with the first person on the list and proceed through
the list to the last person specifically is immediate contact is required but cannot be obtained.

Robert Liles, Director of Delivery 781-9291
Neil DeRemer, Supervisor OP 934-4535
John Just, Assistant Superintendent MIS 638-2256
Building HPO 518-2042
PCSB Schools Police Security 547-7221
Dave Galvin, Network Sys Admin. 787-9397
Diane Hartwell, System Admin. 785-5667

For all routine questions or minor problem resolution requirements involving the data center, one
of the individuals listed below should be contacted.

1. Robert Liles, Director User Support/Core

2. Neil DeRemer, Supervisor Operations



Organization Chart - MIS Section 40.30

http://www.pinellas.k12.fl.us/hr/Compensation/OrgCharts/15AsstSuptMIS.pdf

http://www.pinellas.k12.fl.us/hr/Compensation/OrgCharts/16AsstSuptMISCustFocus.pdf

http://www.pinellas.k12.fl.us/hr/Compensation/OrgCharts/17AsstSuptMISAppSup-Dev.pdf



http://www.pinellas.k12.fl.us/hr/Compensation/OrgCharts/15AsstSuptMIS.pdf
http://www.pinellas.k12.fl.us/hr/Compensation/OrgCharts/16AsstSuptMISCustFocus.pdf
http://www.pinellas.k12.fl.us/hr/Compensation/OrgCharts/17AsstSuptMISAppSup-Dev.pdf

Hardware - Central Site Section 50.0

This section of the plan contains the information necessary to: replace all essential computer
hardware at the PCSB; the minimum configuration required for critical processing at the central
site; copies of requisitions to reorder the above referenced hardware; and the current
configuration of the backup facility.



Critical Hardware Configuration for On-site Recovery Section 50.10

The following hardware configuration list represents only critical hardware housed at the central
site. These items are shown along with the number of devices currently in place and the minimum
number of each unit required to support critical systems as listed in Section 70.10.

System Identification Current Quantity Required Quantity



Critical Hardware Configuration for On-site Recovery Section 50.10

System Identification Current Quantity = Required Quantity



Replacement Hardware requisitions & Features List Section 50.20

This section contains a copy of each purchase requisition and an item list of features with serial
numbers where appropriate for all major hardware at the central site. The original requisitions
which should be used for reordering replacement hardware are kept on file at the data center with
the critical job documentation folders.

Should it become necessary to replace selected hardware items at the central site or replace all
hardware, the delivery address must be filled in to reflect either the Nelson Building location or the
temporary facility. Appropriate account numbers and signatures can be obtained and the items
can be emergency ordered by telephone.



Network Configuration Chart Section 50.30

This section contains a network configuration chart showing the relationship between devices on
each LAN. This chart can be used for reconfiguration and the reordering of equipment from the
appropriate vendors should any damage occur.



Backup Site Hardware Configuration Section 50.40

Refer to section 20.70 for available hardware and software facilities at the WPSC backup facility.



Backup Site Software Configuration Section 60.40

Refer to Section 20.70 for a description of the software configuration of the PCSB backup site.



Applications Software Section 70.0

This section contains a list of systems designated as critical accompanied by the requirements for
each job, run flows for each system, and data file storage information concerning each system.

Sample forms and form alignment data for each job listed as critical can be found in Section 150.0.

*** A copy of the daily system catalog listing is routed and printed at the PCSB. This listing will be
maintained for a two week period only. ***



Critical Systems List Section 70.10

In the event of a major or catastrophic disaster to the PCSB, the following systems have been
prioritized by their relative importance to the district.

Major Disaster

* Payroll System (Batch)

* Personnel System (Batch)

Catastrophic Disaster

Payroll System

*  Student related processes for admissions, registrations, financial aid, student fees and

obligations, grades, transcripts, etc.

* Financial and business-related processes

* Personnel processes

All remaining processes



* These items have equal priority

Production Job Requirements for Critical Jobs

Production Job Name:

Functional Description:

Scheduling Frequency:

Daily: Weekly: Monthly:  Annual:

Estimated Run Time:

Job Dependence:

Peripherals Required:

Tape Drives:

Other:

Section 70.20



Number Input: Number Qutput  Maximum No. Concurrently
Printed Output:

Approximate pages of custom/special forms:

Form numbers used:

Approximate pages of standard forms:

Form numbers used:

Software Required:

(indicate all programes, utilities, etc.)

Input Required:

Online: Cards: Tape: Other:

Control Cards Required:

Yes: No:

What JCL has to be modified?



Run Flow for Daily (? Department) Section 70.30

Job Name Description



Run Flow for Weekly (? Department) Section 70.30

Job Name Description



Run Flow for Monthly (? Department) Section 70.30

Job Name Description



Run Flow for Quarterly (? Department) Section 70.30

Job Name Description



Run Flow for Semester (? Department) Section 70.30

Job Name Description



Run Flow for Annual (? Department) Section 70.30

Job Name Description



Grades Flow - End of Term Section 70.30

Job Names Description



Remote Data File Storage

Rotation Schedule by System / File

l. Historical Masters

Il. Operational Masters

M. Off Campus Storage

Section 70.50



Computer Room Vault Storage Section 70.50

Daily and Weekly Rotation / Files

I Critical Data Sets Backup and Rotation

The following data sets are backed up on a daily or cycle basis onto tape and placed into
the computer room vault. The current data set stays in the computer room vault, and the
previous one is moved to the designated place (library, BDV) or RYF location on a daily,
weekly or monthly basis.

Job Name Data Set Name Daily Weekly Monthly



Computer Room Vault Storage Section 70.50

Daily and Weekly Rotation / Backups

I PCSB Daily Backups and Rotation

The following volumes are backed up on a daily or cycle basis onto tape and placed into the
computer room vault. The daily backups have a retention period of 30 days, grouped by
week, in other words (Mon, Tue, Wed, Thu, and Fri). Three whole weeks are kept in the
tape vault and on Tuesdays the oldest week is rotated to Walter Pownall Center where it
stays for another week to complete the month cycle. BHV campus returns to Walter
Pownall Center the previous week backups on Thursdays and these backups will go back
into the library.

1st-2nd 3rd-week 4th-week

Job Name Backup DSname Day of Run Wk-Disp. Rotation



Temporary Data Center Startup Section 80.0

The purpose of this section is to provide for the establishment of a temporary PCSB at the Walter
Pownall Service Center (WPSC). The geographic location and the physical layout of this area make
it the most economic alternative for establishing a temporary central site should the current
district facility become unusable for an extended period of time. With prior planning and some
relatively inexpensive changes, this area could be made ready to accept delivery and installation of
new computer hardware on an interim basis until the district facility was reconstructed.

The following procedures should allow all required external work to be performed within the first
30 days after a catastrophe strikes and is a realistic period of time to order and receive a new CPU
for example, if necessary.



Supplies Section 90.0

The objective of this section is to provide a checklist of general considerations relating to supplies
and an inventory of those supplies kept at the facility. Listed on Section 90.20 is an inventory of
those supplies.

Section 90.30 lists each of the vendors used to provide supplies and special forms for computer
operations.

Section 90.40 contains copies of requisitions to be used for the reordering of supply and some
furniture items. The original requisitions are kept on file at Bay High School backup site.

Section 90.50 contains a listing of forms for critical systems.

Section 150.0 contains sample forms for critical systems.



Supplies Inventory (Operations

Computer Operations Support Supplies

Magnetic Tape

Stock Paper

Printer Ribbons

Section 90.20



Supplies Vendor Listing

Vendor Contacts

Relyco

Better Business Forms

Apperson Business Forms

PC Mall Gov., Inc.

Walter Pownall Service Center

(603)515-3643

(727)473-6761

(800)473-6761

(800)625-5468

Section 90.30

Product

Payroll Checks

Stock paper, W-2 ' s

NCS scan forms

Tapes/Cartridge

(727)547-7125 Laser paper

1099”°

S



Replacement Supplies Requisitions Section 90.40

This section contains a copy of a purchase order for virtually every supply item or special furniture
item used in computer operations. The original requisitions, which should be used for the
emergency ordering of supplies, are kept on file. Should it become necessary to replace selected
supply items, the shipping address, the account number and title, and appropriate signatures must
be obtained. However, all items can be ordered over the telephone by referring to the requisitions
to speed up the delivery process.



Supplies Inventory (Critical Systems Section 90.50

Preprinted Forms




Backup Documentation for Critical Jobs Section 100.10

Several application systems have been designated as critical to the continued operation of the
District should a major or catastrophic disaster befall the main computer facility. These critical
applications are described in Section 70.10 of this manual. Each critical system is composed of
many individual production jobs which, when run in the proper sequence, will provide updating of
essential data files and the generation of special reports to allow the district to continue
functioning.

Section 100.20 is a list of all production documentation which is stored at the WPSC. This list must
be updated to reflect any new jobs which are added to these critical systems which will impact the
accuracy or timeliness of those reports.



Backup Documentation Inventory Section 100.20

The following production job documentation and JCL is maintained at the WPSC.



System Escalation Procedures Section 120.0

The purposes of the system escalation procedures are to define the steps and time allotments
leading up to the declaration of a minor disaster.

By following these system escalation procedures, outages exceeding one shift, with no firm
resolution in sight, will automatically initiate a minor disaster (see Section 20.20) and the
procedures and recovery steps detailed throughout this plan will be invoked to recover and
resume operations.

Notes:

This procedure should be invoked by the operations staff at the first sign of a problem relating to
or which will affect the processing of production programs. The critical nature of a production
program or system is determined from the list of critical systems (Section 70.10). The individual
responsible for that system is indicated by the staff responsibilities list (Section 40.10). Known as
the cap call-in list.

The following legend will appear to the right of each numbered task:

xx/yy/zz, where x = time allowed for this task in minutes

y = total time through this task for all tasks

z = actual time - to be completed by operations supervisor






Problem Identification Section Section 120.0

1. An incident was noted by (name)
On (date) . It was/was not resolved. If it was, skip to 50.

2. The problem was elevated to the Shift Supervisor and was/was not resolved. If it was, skip
to step 50.

3. The Computer Operator was called and was/was not able to resolve the problem. If

he/she was able to resolve the problem, proceed to step 50.

4, The Manager of Operations was called and was/was not able to resolve the problem. If
he/she was able to solve the problem, proceed to step 50.

5. If the problem is determined to be (check one)
____Production program, skip to step 6
____Software, skip to step 13
____Hardware, skip to step 19
____Teleprocessing, skip to step 27
____Environmental, skip to step 34

____Undetermined, skip to step 41

6. The program is/is not part of a critical system. (Refer to Section 70.10). If not, skip to step
50.



7. The appropriate programmer from Systems Services and Programming (refer to Section
40.10) was called and was/was not able to resolve the problem. If he/she was able, skip to
step 50.

8. The programmer reported on-site and was/was not able to resolve the problem. If he/she
was able, skip to step 50.

9. Other Systems and Services personnel were alerted and were/were not able to resolve the
problem. If it was resolved, skip to step 50.

10. Systems programming was alerted, and the programmer was/was not able to solve the
problem. If it was resolved, skip to step 50.

11. Proceed to Section 20.10 "Plan initiation" and continue from that point.

12. After the problem is resolved, resume at step 50.

Software Problem Section Section 120.0

13. The software involved does/does not affect a critical system (refer to Section 70.10). If it
does not, skip to step 50.

14. A systems programmer was called and was/was not able to resolve the problem. If he was,
skip to step 50.

15. The systems programmer reported on-site. The problem was/was not resolved. If it was,

skip to step 50.



16.

17.

18.

19.

20.

21.

22.

23.

24,

25.

26.

The Director of Core Systems & User Support or the systems programmer will alert the
vendor to request software support and that a PSR report. If it was, skip to step 50.

Proceed to Section 20.10 "Plan Initiation" and begin from that point.

After the problem is resolved, resume at step 50.

Determine if the hardware involved does/does not involve a critical system. Refer to
Sections 70.10 and 50.10. If it does not affect a critical system, then skip to step 50.

The vendor hardware engineer was notified and reported onsite. The branch manager is
notified by the C.E. of the situation. The problem was/was not resolved, if it was, skip to
step 50.

The vendor district manager has been alerted.

The vendor regional manager has been alerted.

The vendor technical support staff is alerted and branch technical specialist is on-site.

The vendors regional technical support specialist should be in route. The problem was/was
not resolved. If it was, skip to step 50.

Proceed to Section 20.10 "Plan Initiation" and continue from that point.

After the problem is resolved, proceed to step 50.



Teleprocessing Problem Section Section 120.0

27.

28.

29.

30.

31.

32.

33.

34,

35.

The teleprocessing problem does/does not affect a critical system (refer to Section 70.10).
If it does not, skip to step 50.

The Telecommunications Specialist was called and was not able to resolve the problem. If
he/she was able, skip to step 50.

The Telecommunications Specialist reported on-site was not able to resolve the problem.
If he/she was able, skip to step 50.

The Systems Programmer was called and was/was not able to resolve the problem. If he
was able, skip to step 50.

The System Programmer reported on-site and was/was not able to resolve the problem. If
he/she was able, skip to step 50.

The System Programmer has requested support and is working with the software vendor
and was/was not able to resolve the problem. If the problem has been resolved, skip to
step 50.

Proceed to Section 20.10 "Plan Initiation” Continue from that point.

The environmental problem does/does not affect a critical system. If not skip to step 50.

The Direct of Core Systems & User Support was called and was/was not able to resolve the
problem. If he was able, skip to step 50.



36. The appropriate campus maintenance trades person, i.e. electrician, a/c, or plumber was
contacted and was/was not able to resolve the problem. If he/she was able, skip to step
50.

37. If the problem appears to be UPS related, and a normal "bypass" transfer did not take
place, try to restart the UPS using normal startup procedures. If this proves unsuccessful,
contact Liebert Service and relay the emergency nature of the situation. Refer to Section
40.25 for contact numbers. Liebert was/was not able to resolve it, skip to 50.

38. The utility company or other technicalt r a @deeple svere called and were/were not able
to resolve the problem. If they were, skip to step 50.

39, Proceed to Section 20.10 "Plan Initiation" and continue from that point.

Environmental Problem Section Section 120.0

40. After the problem is resolved, resume at step 50.



Undetermined Problem Section Section 120.0

41. The vendor customer engineer was called and was/was not able to identify the problem. If
he was able, skip back to step 5.

42, The vendor customer engineer reported on-site and was/was not able to identify the
problem. If he/she were able, go back to step 5.

43, If it is still not obvious where the problem lies, go back to step 19, and proceed as if the
problem was hardware.



Incident Report Section Section 120.0

50. Gather all documentation needed. Fully document the problem, and complete the down
time and trouble report cards per established procedures.



Disaster Simulation Section 130.00

Disaster simulation will be done on a routine scheduled basis in progressive stages to determine if
the following objectives can be met.

1. That off-campus storage for backup files and documentation is adequate and up-to-date.

2. That system restoration can be accomplished in-house using off-campus backup files and
documentation.

3. That system restoration can be accomplished at the backup facility using only off-campus
backup files and documentation.



Frequency of Simulation Testing Section 130.10

To insure that all components of the recovery plan are capable of working both on-site and at the
backup facility, testing should be performed according to the following semi-annual schedule.

I February and August

A Physically inventory all backup data and system files at the off-campus storage
facility. Compare the inventory to the disaster plan Sections 60.50 and 70.50 and
against the current tape log books to insure that all agree.

B. Physically check all backup documentation folders stored at the off-campus site
against the documentation inventory list in Section 100.20 of this plan. Note any
discrepancies and correct.

C. Physically inventory all special forms supplies maintained at the off-campus site.



Frequency of Simulation Testing Section 130.10

Il. March and September

A On-site recovery simulation
B. Off-site recovery simulation
1. Obtain a date and time from PCSB contacts and run a test of the payroll backup
system and any other randomly chosen batch system based upon the following
criteria:
A All files, supplies, and documentation used will be taken from the off-

campus storage site.

B. All file restoration and test processing will be done at the Escambia county
public schools backup facility.

2. Refer to Section 20.50 as appropriate to reference the appropriate procedures for
the batch system selected for testing.

3. Document all activities and any modifications which had to be made in order to
complete processing.

4, Immediately after returning from the test site, insure that all necessary
modifications are uniformly applied to the remaining systems where appropriate,
and that procedures are corrected where necessary.



5. Test results must be documented along with any changes required to complete
processing and forwarded to the Assistant Superintendent of MIS.



Forms Samples for Critical Systems Section 150.0

This section contains samples of each form required for those systems determined to be critical as
listed in Section 70.10. Each form sample contains the alignment characteristics for that form.

Samples of the following forms can be found in this section:



